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ESTIMATING THE ACCURACY OF ANOMALY DETECTION IN
TELECOMMUNICATION NETWORKS BY THE MACHINE LEARNING
SYSTEM

Anomaly detection in telecommunication networks is becoming more and more
important. This is because of the increase in the number of unauthorized access attemps and
attacks to stop the operation. The paper assesses the accuracy of anomaly detection in
telecommunication networks by machine learning.
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DEVELOPING COMPLEX INTELLIGENT SYSTEMS FOR DECISION
SUPPORT IN HEALTHCARE

Medical information doubles in volume every five years, and physicians practicing
in the rapidly changing field of diabetes are challenged to remain current with medical
literature, research, guidelines and best practices. In this paper, we propose a way to expand
the accessibility and usability of medical evidence to improve patient outcomes across the
field of diabetes.
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support, cloud services.

Introdution. Today, the global healthcare industry is redefining itself to
reduce costs and more efficiently manage its resources while improving patient
care. To deliver that strategy, healthcare organizations are becoming more data
driven, defining their data as a very strategic asset, and putting their processes and
systems to access and analyze the right data and derive actionable results. Global
Research centers publish innovative findings in peer-reviewed journals, which the
most common medium doctors use to gather new medical information.
Nevertheless, keeping up with the medical literature can take as many as 160 hours
a week. It’s not surprising that only about 20 percent of the knowledge that
clinicians use today is evidence-based.

The ability to analyze a wide volume and variety of content and data is a key
to that strategy, not only from traditional sources such as electronic medical
records (EMRs), doctors’ notes, healthcare operational systems, but also from
nontraditional sources such as social media and public health records.
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One of the top challenges for information technology leaders in healthcare is
aligning technology capabilities with the needs of the organization, regulatory
requirements and wants of the patient. That is a driving tremendous interest in data
analysis [3].

Recognizing the unique data analysis and data management challenges of
healthcare providers, IBM Corporation has put a major focus on IBM Watson
Health [1, 2], which uses cognitive technology to help transform the way in which
organizations care for patients.

We propose a way to expand the accessibility and usability of medical
evidence to improve patient outcomes across the field of diabetes based on IBM
cloud solutions. We try to find a technology solution that could provide personalized
diagnosis and treatment suggestions for individual patients.

Methodology and Approach. The Retrieve and Rank (R&R) [4] service on
the Watson Developer Cloud is a great tool that enables enhancement of standard
search implementations with natural language and machine learning capabilities.
R&R is really 2 services bolted together. Retrieve is Apache Solr [5] in the cloud
and offers all the rich feature set of Solr. There are 2 visible enhancements: 1) a
custom query builder optimized for natural language search and 2) a set of algorithms
to score semantic relationships between a given query and a Solr document which
get fed into the Rank portion of R&R. The ranker is a learning to rank algorithm
designed to re-rank objects in a list based on their relevance to some objective.

For implementation of the solution based on the R&R service, we will
follow a process to optimize the content, configure a solr cluster, build a ground
truth, train a ranker, and run a set of experiments to evaluate our configuration and
the custom feature.

Configure Solr

= (Create a Retrieve and Rank service in Bluemix and capture your

credentials.

= Create a new Solrcluster and capture the Solr Cluster ID

<sc3689b816 2b07 4548 96a9 a9e52a063bf1>.

= Upload configuration to Solr to capture the following documents with

metadata:
o id - Unique identifier for the document;
o source - The original source document;
o doc type - What type of section this is e.g. cause. This will become
relevant for our custom feature;
o topic - The section header;
o text description — The body content of the document.
= Now we have a working solr cluster on Bluemix
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Process to optimize the content

Machine learning-based applications are only as good as the data that power
them. The following section details how to format content for Solr.

The Watson Document Conversion service allows to convert and segment
HTML, word and pdf documents. When you tell the document conversion service
how to segment the HTML documents, each segment is called an answer unit. The
configuration associated with my document conversion call requests “answer
units” but you could also ask for normalized html or text. The “selector tags” are
hl and h2. This will combine any deeper child tags like h3’s into the answer unit
with its parent. This was important for the particular format of these source
documents.

Once the answer units are returned by document conversion you can loop
through them and write the extracted content to the relevant solr fields. Finally, we
need to set our doc_type field so we create basic logic in the addDocumentFields
function to identify this type.

We have not done any optimization yet.

Build a Ground Truth and Train the Ranker

If machine learning can be defined as a set of techniques to make predictions
from data where the performance of those predictions improves with experience,
then ground truth is the experience. In the case of Retrieve and Rank, ground truth
comprises examples of input questions and output documents with associated
relevance labels. A perfect answer should get a high relevance score and a bad
answer, a low score. Once we have our topic/id mappings extracted, we simply
remove any topics that don’t represent a question (i.e. don’t start with How, What,
Can) and add a relevance label. Relevance is normally represented on some scale
e.g. 1-5 where 5 is a perfect answer and 1 is poor. All documents with no label are
given 0 by default and they are discarded. Ground truth is then segmented into train
sets (70%) and test sets (30%) that allow us to teach and evaluate our model. Then
we use R&R to train our ranker.
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Custom Features and Natural Language Processing

The features that are native to Retrieve are query-document scorers as they
compare lexical overlap between a query and document. The first stage in the
question answer pipeline was called question analysis. We are going to build a
custom query-document scorer here. In question analysis one of the key tasks was
to identify the lexical answer type (LAT) which refers to the term in the question
that indicates what entity type should be returned as the answer. For example the
LAT in “What is the capital of California” is capital and the system should further
generalize that to capital city such that the system knows to return a city as its
answer.

That improvement would look something like in the above figure where the
X axis represents time and the y axis represents some average relevance metric.

In our case, we will create a Natural Language Classifier (NLC) service in
Bluemix and train NLC to classify the LAT as represented by the intent of an end-
user question for the most common question types we would anticipate in the
application. The question types we’ll use are:

* Definition - What is Diabetes?

= (Cause - What causes Diabetes?
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= Symptom - What are the symptoms of Diabetes?

= Complications - What are complications associated with Diabetes?

= Diagnosis - How is Diabetes diagnosed?

= Treatment - How is Diabetes treated?

= Prevention - How do I prevent Diabetes?

The key to training a classifier is to provide examples of variations in how a
question type could be asked.

In our query-document scorer, we need to compare the LAT identified by
NLC to the document returned by solr so that we can return a definition for a
definition question, symptoms for a symptom question etc. We could use NLC to
classify sections of documents as well, but in our case we can use the structure of
the documents to simplify this process. Each document in our NIDDK dataset has
section titles called “What is *” “What causes *” “What are the symptoms of *”
and so on.

The solution diagram is presented below:
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Results of Experiments

We used clinical practice guidelines of US. It’s a small dataset of about 40
documents on topics related to diabetes.

The main purpose of the experiment is to check the efficiency of the
developed methodology and tools for the following scenarios:

= Using the features of Apache Solr configuration (Solr).

® Training the Ranker (RR).

=  Custom Features Implementation (RR+LAT).

The result of our experiments are presented below:
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Conclusion. Usage of IBM Watson allows using the unstructured data like
texts and efficiently training systems for getting recommendations and suggestions
for patients/doctors. We show that the proposed approach and technological
solution allows achieving ~90% relevance to our questions in small datasets.
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Pdoywlwu nbnEywwnynipjuu dwywip jnipwpwsnip hhug mwpnud Ypluwwywny-
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Unwtgpuypti pwnbp. wuhwwnwywu pdoynieiniu, IMB Watson wnbtutuninghwlwu
hwppwy, npnonwiubph Yuwjwgdwt wowlygnid, wdwwjhtu dwnwjniejeLuutin:
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C.B. IIUKJL, I''T. KHPAKOCSH, A.B. I'YJISIH

PA3PABOTKA KOMILJIEKCHBIX UHTEJIJIEKTYAJIbHBIX CUCTEM
COJEVICTBUSI IPUHATUIO PEIIEHU B OBJIACTH
3IPABOOXPAHEHUSI

Menununackas uHbOpMAIHMS YABAUBACTCS B 00beMe KaxIble IATh JIET, U BpAyH,
MPAKTHKYIOIKE B OBICTPO MeHsromeiics obmacTu anabera, CTAIKUBAIOTCS C MPOOIeMOi
OBITH B Kypce HOBOW MEAWIIMHCKOHN JINTEPATYpHl, HAYYHBIX HCCIEAOBAHUHN, PYKOBOIAIINX
yKa3aHUH W MepeoBOil MpakTHKU. B manHOW paboTe mpemymaraioTcs MyTH PacIIUpEHUS
JOCTYITHOCTH W YyHOOCTBAa HWCIIONB30BAHMSA MENWIIMHCKUX YKa3aHWUH IS YITydIICHUS
Ppe3yIBTATOB JIYCHUS MMAIIUSHTOB 10 Bcel 00acTu quadera.

Knroueswie cnosa: iHIUBUTyanbHas MEIUIIMHA, TEXHOIOTHYecKas miardgopma IBM
Watson, mojyiep:xka NpuHATHS PEIICHUN, 00JIaYHbIC YCITYTH.
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ubi| Jnipwpwugnp pEunwiht wnwownpwuph Ywwnwpdwu nbnnnipjniup: (3tu-
wnwynpnwd hpwlwuwgunn hwdwlwpgbpnd ghwunbihpubph unnignud b quwhw-
wnw hpwlwuwgubihu, Glubiny fuuinph npdwdphg, yhbwlwgnuywl ngjwiubphg,
thnpdwghnwlywu quwhwwnwlwuhg, vwhdwuynwd Ywd nwuwdwunnnh Ynndhg
hhduwlywund punpynd £ wnwownpwupubpht wwwwuluwubnt punhwunep
dwdwuwyp, U pliun hwudunnh punpnipjwuu b dunw, el bw huswbiu Ypwsotup
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dwlwnpgbpnud dwdwuwlwipt pwnwnphst wgnnd £ quwhwwndwu wpnyniuph
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