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This article discusses a method for encrypting the text information using the Walsh
system and generating a secret key.
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Introduction

With the development of modern technologies and the expansion of information
exchange, ensuring data security becomes a priority. In [1], an encryption algorithm
based on the Walsh system is presented, which makes it possible to improve the
security of text information transmission. However, nowadays, a more reliable and
advanced encryption method is required to protect confidential data from prying eyes.

The purpose of this article is to present a study to improve the encryption
method using the Walsh system. We will present a more complex and secure
method, including the generation of a secret key. This key will serve as an
additional layer of protection, making the encryption process more secure and
resistant to hacking.

1. Walsh matrix

Walsh functions were introduced into mathematics by J. Walsh in 1923 [2].

Definitions: Let's put /¥,(x) = 0. Next for anyone ,, — Zk: 27 my > my > > m,

s=1

we bet W (x) = H 7, (x), where {rk (x) }::O is the Rademacher system:

s=1

l,x S |:0,5] .
1 (x) = . r(x+1) =1, (x), r,(x)=r,2"x),k=12,...
-lxe (5,1} ,

They represent a complete set of orthogonal functions that take only the
values +1 and —1.

Walsh matrix. In mathematics, the Walsh matrix is a specific square matrix
dimensions2”, Wheren is some natural number. The elements of the matrix are
either +1 or —1, and its rows and columns are orthogonal, i.e. the scalar product is
equal to zero. It should be noted that each row of the Walsh matrix corresponds to
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the value of the Walsh function. Walsh matrices are a special case Hadamard
matrices. The naturally ordered Adam-ra matrix is defined by the formula recursive
the formula is below, and the ordered Hadamard matrix is formed by rearranging
the rows so that the number of sign changes in the row is in ascending order [3].
Walsh-Hadamard matrices can be determined by the following simple rule:

|
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2. Key encryption algorithm

In this article we will look at a specific example of the application of an
encryption method using the Walsh system and a secret key. Specifically, we use
the key to generate a random permutation of the rows and columns of the Walsh
transform matrix.

Below is a detailed description of how this can be done:

1. Key generation: first, let's create a secret key. The secret key is a sequence
of bits that determines how the rows and columns of the Walsh matrix will be
rearranged. This allows you to further complicate the data structure, making it less
predictable for potential attackers.

2. Applying the key to the Walsh matrix: now we can use the secret key
to set up the Walsh transform. One way to do this is to generate a random permutation
of the rows and columns of the Walsh transform matrix based on the key. Each bit
of the key can determine which rows and columns of the matrix should be rearranged.

3. Encryption: during the data encryption process, use the transformed
Walsh matrix (taking into account the key) to transform the input data. This
ensures that each time you use different keys you will get a different Walsh matrix,
making it harder to crack.

4. Decryption: when decrypting data, also use the key to generate the same
permutation of rows and columns to return the data to its original state.

5. Key storage: be sure to securely store the private key. Access to the key
must be limited and controlled to prevent data leaks.

This key addition method will strengthen the strength of the presented Walsh
transform algorithm, since even if an attacker manages to learn the Walsh
transform algorithm, he will also need to know the secret key to correctly interpret
the transformed data.

Now let's give a specific example.
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Let us have:

initial data:[10,-3,5,1,0, -1, 4, 2]

secret key: [1,0,0,0, 1, 0,0, 1].

1. Creating a Walsh matrix: we start by creating a Walsh matrix for the
length of the input data (8 elements). The Walsh matrix will ~[[1. L 1. 1L L1 1L 1),
look like Fig.1. -1, 1,-1, -1, 1,-1},

2. Applying a secret key to the Walsh matrix: 1 T P o P g

The secret key [1, 0, 0, 0, 1, 0, 0, 1] specifies which
rows and columns of the Walsh matrix should be rearranged:

= The first and fifth rows are swapped because the
corresponding key bits are 1.

» The same thing happens with the first and fifth [ L-b-L-L-L L 1]
columns. [l L =T E 1 ]

LF b B e e

The Walsh matrix after applying the key will look
like Fig. 2. Fig. 1

3. Data encryption: now we use the Walsh matrix after applying the key to
encrypt the original data. The operation of multiplying the matrix by the input data
gives the encrypted data: [(1, 1, 1, 1,-1,-1, -1, -1],

Encrypted data: [12, 6, 6, 2, 10, 14, 2, -2]

4. Data decryption: to decrypt the data we use the
same matrix

Walsh after using the key. We also use the matrix 1=l -L L=l L1 <1,
inverse of this matrix to perform the inverse transformation.  [-1.-1.-1,-1. L, 1. 1. 1],

I P I s B 1

[T 1 T

The operation of multiplication by an inverse matrix returns ) 1o s o 0 | ¢
the original data:

Decrypted data: [10, -3, 5, 1, 0, -1, 4, 2]

Thus, the secret key [1, 0, 0, 0, 1, 0, 0, 1] was used L 1 1-1 e 0L
to adjust the Walsh matrix, resulting in the encryption of

L=l 1 1)

Fig. 2
the original data. After decryption, using the same key, &

the data was successfully restored to its original state.
3.Python Code
To provide a practical perspective, we offer a sample Python code:

import numpy as np

# Generating a secret key

secret key=[1,0,0,0,1,0,0, 1]

# Function to generate a Walsh matrix of a given size
def generate_walsh_matrix(n):

ifn==1:
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return np.array([[1]])

else:

upper_left = generate_walsh_matrix(n // 2)

upper_right = generate_walsh_matrix(n // 2)

lower left = generate walsh matrix(n // 2)

lower right = -generate walsh matrix(n // 2)

top_half = np.concatenate((upper_left, upper _right), axis=1)
bottom_half = np.concatenate((lower_left, lower right), axis=1)
walsh = np.concatenate((top_half, bottom_half), axis=0)
return walsh

# Function to encrypt data using a key

def encrypt data(data, key):

n = len(data)

walsh matrix = generate_walsh matrix(n)

encrypted data = np.dot(walsh_matrix, data)

return encrypted data

# Function to decrypt data using a key

def decrypt_data(encrypted data, key):

n = len(encrypted data)

walsh_matrix = generate walsh matrix(n)

decrypted data = np.dot(walsh_matrix, encrypted _data) /n
return decrypted data

# Initial data

original data = np.array([10, -3, 5, 1, 0, -1, 4, 2])

# Encryption

encrypted data = encrypt data(original data, secret _key)

# Decryption

decrypted data = decrypt_data(encrypted_data, secret key)
print("Original data:", original data)

print("Secret Key:", secret_key)

print("Encrypted data:", encrypted_data)

print("Decrypted data:", decrypted data)

Original data: [10-3510-14 2]

Secret Key: [1,0,0,0,1,0,0, 1]

Encrypted data: [18 20 -6 8 8 14 8 10]

Decrypted data: [10.-3.5.1.0.-1.4.2.]
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St1tunh3eh unrudnrnrUe NRALSh KUV ULYUMreh UbNSNY

Nwnwuwuppyby Gu Ninph hwdwlwpgh b qunuup pwuwnt unbnddwu dhongny
wnbpunwht wmbnGYnyeh Ynnwynpdwu dbennubpp:
Unwugpuypti pwnbp. Ynnwynpnid, Ninpgh dwnphg, gununup pwuwih:
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NN PPOBAHUE UHO®OPMALIMA C IOMOLIBIO CUCTEMBI YOJIIHA

Paccmorpen merox mudpoBaHus TEKCTOBOH MH(OPMALMK C MOMOLIBIO CHCTEMBI
VYonua 1 reHepanyy CEKpeTHOTO KIII04a.
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N.J4. H"ULLUL3UL
Mhrhluleh ShMh YUUGNP 2PALEMP AURUNRMI3UL UUWUPL

Upfuwwnwupnid wwwgnigynud £, np Pywoybh wywyjdwup pwywpwpnn b Gungh wuy-
jwu ubpunwd pulws gwulwgwsd hwonpnwlwunieintt hwunhuwunwd D? nwubiph qnn-
ttiph puqunueini guitiwgws s -h hwdwp's €(0,1): Uwwgnigynud u dh putih wy wunnu-
ubip Lu:

Unwugpuyhti pwnbp. “YYhpplulth wnhwh nwubp, Cnnigh wulyniu, Ywnjbunup pwg-
dnigyntt, Pywaybh wpuwnpjwy, A{f — nuwubp:

Cunniubiup' —1 < <400, 0<p<+oo, D -u Yndwtipu hwppniegjwu dhwynp
opowuu k, b raan(D) -u D -nud hnindnp$ $niuyghwubiph pwqdnieyniut b A2
$niuyghntw nwubpp uwhdwuyn &u npwtu H(D) -h hbwnlyw) wwjdwlp pw-
qupwpnn $niuyghwubph pwgdnipniy’

J‘(l —|Z|2 )a|f(z)|pdA(z)< +00,

D

npunbin dAz) = 1 dxdy:
p/a

Uhwynp 2powtund hnindnpd wju dniuyghwubiph pwqdnyeintup, npnug
hwdwn /"€ A2, vpwuwybup D? -ny: bt p>1+a, www wu nwubpp Ynsynwd

&U Hhppfuh whwh nwutp:
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