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ENHANCING ZERO TRUST ARCHITECTURE IN IOT DEVICES 
THROUGH HARDWARE-ACCELERATED CRYPTOGRAPHY 

This research paper addresses the critical security challenges faced by Internet of 
Things (IoT) devices by integrating CryptoCell-310, a hardware-accelerated cryptographic 
module. It leverages Zero Trust Architecture (ZTA) principles, which mandate continuous 
verification of device integrity and access permissions, to mitigate risks associated with 
unauthorized access and data breaches. The study meticulously selects robust cryptographic 
algorithms AES-GCM for authenticated encryption, ECDSA for digital signatures, and 
SHA-256 for hashing to align with ZTA and enhance security measures. Through a secure 
firmware update workflow, the implementation demonstrates significant improvements in 
performance, power efficiency, and resilience against diverse cyberattacks compared to 
traditional software-based solutions. The paper provides a comprehensive security analysis, 
detailing how hardware acceleration via CryptoCell-310 effectively mitigates threats such 
as side-channel attacks, key extraction attempts, and firmware tampering. The findings 
advocate for the widespread adoption of hardware-accelerated cryptographic mechanisms 
as essential components in designing secure, scalable, and resilient IoT ecosystems. 

Keywords: hardware cryptography, IoT security, zero trust, power efficiency, firmware 
updates. 

1. Introduction 
The Internet of Things (IoT) has revolutionized numerous sectors by enabling 

interconnected devices that communicate and perform tasks autonomously. 
However, this connectivity introduces substantial security vulnerabilities, making 
IoT devices prime targets for cyberattacks. Traditional security models, which 
often rely on perimeter defenses and implicit trust, are inadequate in addressing the 
dynamic and pervasive nature of IoT threats. Zero Trust Architecture (ZTA) offers 
a strategic shift by eliminating implicit trust and enforcing stringent verification 
processes for every access request, thereby mitigating risks associated with 
unauthorized access and data breaches. Implementing ZTA in resource-constrained 
IoT devices poses significant challenges, particularly in balancing security with 
limited computational capabilities and power resources. CryptoCell-310, integrated 
within Nordic Semiconductor's nRF9160 SiP, provides hardware-accelerated 
cryptographic operations that address these challenges. This paper examines the 
efficacy of CryptoCell-310 in enhancing ZTA principles, presenting a practical 
implementation that underscores the superiority of hardware-based security 
solutions over their software-only counterparts. 
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2. Background and Related Works 

2.1. Zero Trust Architecture (ZTA) 

ZTA is a security framework that operates on the principle of "never trust, 
always verify." Unlike traditional models that grant access based on network 
location or device identity alone, ZTA requires continuous verification of 
trustworthiness for every access attempt, irrespective of the source. Key components of 
ZTA include:Identity Verification: Authenticating user and device identities using 
robust mechanisms. 

 Least Privilege Access: Granting only the minimum necessary permissions 
for tasks. 

 Continuous Monitoring: Real-time assessment of device behavior and 
network traffic for anomalies. 

 Micro-Segmentation: Dividing networks into isolated segments to contain 
potential breaches. 

2.2. CryptoCell-310 and nRF9160 

CryptoCell-310 is a security hardware IP developed by ARM, integrated into 
the nRF9160 SiP by Nordic Semiconductor. It provides hardware acceleration for a 
suite of cryptographic algorithms, secure key storage, and tamper-resistant features 
essential for protecting sensitive operations in IoT devices. The nRF9160 combines 
cellular connectivity with an ARM Cortex-M33 processor, making it an ideal 
platform for implementing secure IoT solutions. 

2.3. Related Work 

Previous studies have explored the integration of hardware security modules 
(HSMs) in IoT devices to enhance security frameworks. However, limited research 
specifically addresses the application of hardware-accelerated cryptography within 
the ZTA paradigm. This paper fills this gap by presenting a detailed implementation of 
ZTA principles using CryptoCell-310 on the nRF9160 platform, demonstrating 
tangible security enhancements and operational benefits. 

3. Methodology 
To align with ZTA principles, the selection of robust cryptographic algorithms 

is essential. CryptoCell-310 supports hardware-accelerated algorithms such as 
AES-GCM for authenticated encryption, ECDSA for digital signatures, ECDH for 
secure key exchange, and SHA-256 for hashing and data integrity verification. 
These algorithms were chosen for their robustness, efficiency, and compatibility 
with hardware acceleration, making them ideal for resource-constrained IoT 
environments. 

The implementation follows a secure firmware update workflow encompassing 
secure bootloaders, authenticated encryption, digital signatures, secure key 
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exchange, and integrity verification. CryptoCell-310's capabilities are harnessed by 
configuring cryptographic libraries (e.g., mbed TLS) to utilize its APIs, ensuring 
that sensitive operations are offloaded to the secure hardware module, thereby 
enhancing both performance and security. 

4. Implementation Example: Secure Firmware Updates on nRF9160 with 
CryptoCell-310 

4.1. The system architecture 
The secure firmware update mechanism involves encrypting firmware 

images using AES-GCM, signing them with ECDSA, and transmitting them over 
secure channels established via ECDH key exchange. Upon reception, the device 
decrypts the firmware, verifies the signature, and checks the integrity using SHA-
256 hashing before installation. A secure bootloader then verifies the firmware's 
integrity and authenticity, leveraging CryptoCell-310's secure key storage and 
cryptographic acceleration. 

4.2. Secure Firmware Update Workflow 

The secure firmware update process ensures that only authenticated and 
untampered firmware is installed on IoT devices. Leveraging CryptoCell-310's 
hardware-accelerated cryptographic capabilities within the nRF9160 platform, this 
process aligns with Zero Trust Architecture (ZTA) principles by enforcing 
continuous verification and stringent security measures. 

Figure illustrates the secure firmware update workflow, detailing the key 
steps involved: encryption of firmware images using AES-GCM, signing with 
ECDSA, secure transmission over channels established via ECDH key exchange, 
and integrity verification using SHA-256 hashing. The secure bootloader further 
validates the firmware before installation, ensuring end-to-end protection throughout 
the update process. 
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Fig. Secure Firmware Update Workflow 

4.3. Leveraging CryptoCell-310 Features 
CryptoCell-310 enhances the workflow by providing hardware-accelerated 

cryptography, secure key storage, a True Random Number Generator (TRNG), and 
tamper detection mechanisms. These features ensure that cryptographic operations 
are performed efficiently and securely, protecting sensitive data from unauthorized 
access and physical attacks. 

5. Security Analysis: Alignment with Zero Trust Architecture 
Implementing hardware-accelerated cryptographic operations via 

CryptoCell-310 on the nRF9160 aligns seamlessly with ZTA principles by 
ensuring continuous verification and adherence to the least privilege access model. 
Every firmware update undergoes stringent authentication checks using digital 
signatures and ECDSA, ensuring that only authorized updates are applied to the 
device. The use of SHA-256 hashing verifies that firmware images remain 
unaltered during transmission and storage, maintaining data integrity. 
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CryptoCell-310 restricts access to cryptographic keys, ensuring that only 
authorized operations can utilize them, thereby adhering to the least privilege 
principle. This hardware-based key management prevents unauthorized access and 
manipulation of cryptographic keys, which is crucial for maintaining the security of 
ZTA. Additionally, the secure bootloader operates in an isolated environment, 
preventing unauthorized firmware from accessing critical system resources and 
ensuring that only verified and trusted firmware is executed. 

In the context of an assumed breach scenario, CryptoCell-310's tamper-
resistant features detect physical tampering attempts and can respond by erasing 
sensitive data or disabling the device, thereby limiting the impact of potential 
breaches. By offloading sensitive operations to CryptoCell-310, the system 
minimizes exposure to compromised software layers, containing potential breaches 
and maintaining the integrity of the overall system. 

6. Types of Attacks Mitigated by the Hardware-Based Solution 
CryptoCell-310 significantly enhances the security posture of IoT devices by 

mitigating a wide range of cyberattacks. It effectively counters side-channel 
attacks, including timing, power analysis, and electromagnetic (EM) attacks, by 
executing cryptographic algorithms in constant time within a protected 
environment, thereby preventing the leakage of sensitive information like 
cryptographic keys. In terms of key extraction and management, CryptoCell-310's 
secure key storage and tamper-resistant hardware protect against both physical and 
software-based extraction attempts, enforcing strict access controls to maintain key 
confidentiality. 

Man-in-the-Middle (MitM) attacks are mitigated through strong encryption 
and mutual authentication mechanisms provided by CryptoCell-310, ensuring data 
integrity and confidentiality during communications. Similarly, firmware tampering 
and injection attacks are prevented by the secure bootloader's verification of digital 
signatures and the use of SHA-256 hashing for integrity checks, ensuring only 
authenticated firmware is installed and executed. 

Replay attacks are addressed by generating unique nonces and initialization 
vectors (IVs) using the True Random Number Generator (TRNG), preventing 
ciphertext reuse and detecting replayed messages through timestamping and 
session management. Brute-force and dictionary attacks are thwarted using strong 
cryptographic algorithms like AES-256 and ECDSA-P256, combined with high-
entropy key generation and rate limiting mechanisms that restrict the number of 
failed authentication attempts. 

Unauthorized access and privilege escalation are prevented by CryptoCell-
310's hardware-enforced access controls and integration with ARM TrustZone 
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technology, ensuring that only authorized operations can access sensitive resources. 
Malware and exploit-based attacks are mitigated through a secure execution 
environment that isolates cryptographic operations and verifies code integrity, 
preventing the execution of tampered firmware. 

Finally, Denial of Service (DoS) attacks are mitigated by the efficient 
handling of cryptographic operations, reducing CPU load and ensuring the device 
remains responsive under high demand through effective resource management and 
rate limiting. Physical tampering and reverse engineering attacks are countered by 
CryptoCell-310's tamper detection mechanisms, which can erase sensitive data or 
disable the device upon detecting tampering, and by using obfuscated and 
encrypted firmware to prevent information extraction even if physical access is 
gained. 

7. Comparison with Software-Based Security Solutions 
Implementing secure firmware updates with CryptoCell-310 offers substantial 

advantages over traditional software-based methods. CryptoCell-310 accelerates 
cryptographic operations, reducing latency and computational load, which enables 
swift encryption, decryption, and signature verification crucial for real-time 
updates. This hardware acceleration also lowers power consumption, enhancing 
battery life in IoT devices with limited power resources. 

Moreover, CryptoCell-310 provides tamper-resistant key storage, making it 
significantly harder for attackers to extract or manipulate sensitive cryptographic 
information compared to software solutions. The hardware design mitigates 
vulnerabilities related to memory-based and side-channel attacks, offering 
enhanced protection against timing, power analysis, and electromagnetic attacks. 

Additionally, CryptoCell-310 ensures consistent performance across devices, 
essential for large-scale IoT deployments. Unlike software solutions that may 
experience performance degradation under high loads, hardware-accelerated 
cryptographic operations maintain efficiency and scalability as IoT networks grow. 
The use of standardized APIs simplifies cryptographic integration, reducing 
development complexity and minimizing the risk of implementation errors. 

Compliance with industry security standards such as NIST and FIPS further 
distinguishes hardware-based solutions like CryptoCell-310 from software-only 
approaches, facilitating regulatory adherence and fostering trust among stakeholders. 
Overall, hardware-accelerated cryptography enhances security, performance, and 
scalability, making CryptoCell-310 a superior choice for securing IoT ecosystems 
compared to traditional software-based security solutions. 
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8. Conclusion 
Incorporating CryptoCell-310 hardware acceleration within the nRF9160 

platform presents a compelling approach to enhancing Zero Trust Architecture 
(ZTA) in IoT devices. By leveraging hardware-accelerated cryptographic algorithms 
such as AES-GCM for authenticated encryption, ECDSA for digital signatures, and 
SHA-256 for hashing, CryptoCell-310 ensures robust protection against a multitude 
of cyberattacks. The hardware-based approach not only elevates the security 
posture but also offers significant performance and power efficiency benefits over 
traditional software-only solutions. 

The implementation example underscores the practical viability of this 
approach, demonstrating how secure firmware updates can be effectively managed 
within a ZTA framework. The key benefits, including superior security, enhanced 
performance, reduced development complexity, and compliance readiness, 
advocate for the widespread adoption of hardware-accelerated cryptographic 
mechanisms in the design of secure and resilient IoT ecosystems. 
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Հ.Դ. ՄԻՆԱՍՅԱՆ 

ԻՐԵՐԻ ՀԱՄԱՑԱՆՑԻ ՍԱՐՔԱՎՈՐՒՄՆԵՐԻ ԶՐՈՅԱԿԱՆ ՎՍՏԱՀՈՒԹՅԱՆ 
ՃԱՐՏԱՐԱՊԵՏՈՒԹՅԱՆ ԲԱՐԵԼԱՎՈՒՄԸ՝ ԱՊԱՐԱՏԱՅԻՆ ԼՈՒԾՈՒՄՆԵՐԻ 

ՎՐԱ ՀԻՄՆՎԱԾ ԳԱՂՏԱՆԳՐՄԱՆ ՀԱՄԱԿԱՐԳԵՐԻ ԿԻՐԱՌՄԱՄԲ 

Անդրադարձ է կատարվել համացանցի (IoT) սարքերի անվտանգության խնդիրնե-
րին՝ ներդնելով CryptoCell-310-ը (ապարատային կրիպտոգրաֆիկական մոդուլ)։ Մոդուլն 
օգտագործում է Zero Trust Architecture (ZTA) սկզբունքները, որոնք պահանջում են 
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սարքի ամբողջականության և մուտքի թույլտվությունների շարունակական վավերացումը՝ 
նվազեցնելու չարտոնված մուտքի և տվյալների խախտման ռիսկերը։ Ներկայացվել է 
ամուր կրիպտոգրաֆիկական ալգորիթմների կիրառությունը AES-GCM-ը գաղտնագրման, 
ECDSA թվային ստորագրությունների և SHA-256-ի հեշավորման համար՝ համապատաս-
խանելու ZTA-ին և բարելավելու անվտանգության միջոցառումները։ Ծրագրային ապահով-
ման թարմացման գործընթացի վավերացված տարբերակով իրականացումը ցույց է տա-
լիս զգալի բարելավումներ կատարողականության, էներգախնայողության և կիբեռ-հար-
ձակումների դեմ պաշտպանության գործընթացում՝ ի համեմատ ավանդական ծրագրա-
յին ապահովման վրա հիմնված լուծումների։ Կատարվել է համապարփակ անվտանգութ-
յան վերլուծություն՝ ինչպես է CryptoCell-310-ի միջոցով ապարատային իրականացումը 
արդյունավետորեն նվազեցնում խոցելիությունների, գաղտնի բանալիների հատարկման 
փորձերի սպառնալիքները։ Ներկայացված մեթոդները թույլ են տալիս կիրառել ապարա-
տային լուծումների վրա հիմնված մեխանիզմներ՝ ապահով, ամբողջական և նույնակա-
նացվող IoT էկոհամակարգեր ձևավորելու համար։ 

Առանցքային բառեր. բարապարատային գաղտնագրություն, IoT անվտանգու-
թյուն, զրոյական վստահություն, էներգախնայողություն, ծրագրաշարի թարմացումներ: 

A.Д. МИНАСЯН 

УЛУЧШЕНИЕ АРХИТЕКТУРЫ НУЛЕВОГО ДОВЕРИЯ В 
УСТРОЙСТВАХ IOT С ПОМОЩЬЮ АППАРАТНО-УСКОРЕННОЙ 

КРИПТОГРАФИИ 

Рассматриваются критические проблемы безопасности, с которыми сталки-

ваются устройства Интернета вещей (IoT), путем интеграции CryptoիCell-310, аппа-
ратного криптографического модуля с ускорением. Она опирается на принципы ар-
хитектуры «Нулевого доверия» (ZTA), которые требуют постоянной проверки цело-
стности устройств и разрешений на доступ, чтобы снизить риски, связанные с 
несанкционированным доступом и утечками данных. В исследовании тщательно 
выбираются надежные криптографические алгоритмы AES-GCM для аутентифици-
рованного шифрования, ECDSA для цифровых подписей и SHA-256 для хеширова-
ния, чтобы соответствовать ZTA и усилить меры безопасности. С помощью защищен-
ного процесса обновления прошивки реализация демонстрирует значительные улуч-
шения в производительности, энергоэффективности и устойчивости к различным 
кибератакам по сравнению с традиционными программными решениями. В статье 
представлен комплексный анализ безопасности, детализирующий, как аппаратное 
ускорение с помощью CryptoCell-310 эффективно смягчает угрозы, такие как атаки 
через побочные каналы, попытки извлечения ключей и вмешательство в прошивку. 
Результаты работы призывают к широкому внедрению аппаратно-ускоренных крипто-
графических механизмов как основных компонентов при разработке безопасных, 
масштабируемых и устойчивых экосистем IoT. 

Ключевые слова: аппаратная криптография, IoT безопасность, нулевое доверие, 
энергоэффективность, обновления прошивки. 


