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BATCH AS A SERVICE WITH ENHANCED SECURITY FOR IOT-
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Smart cities of modern day have a huge problem since most loT devices use a UDP
communication that is fast but not reliable and cloud services use TCP that is slower but
reliable. In this paper, Batch as a Service (BaaS), a fog computing system that solves the
problem of not being suitable while adding good protection of security. BaaS uses a three-
layer design that unites the authentication of 10T devices, secure processing of fog-based
batches, and communication with the cloud that is also secured. The system uses differen-
tial privacy keeping the data almost fully usable at 98.7% with e-differential privacy, ho-
momorphic encryption so calculations can happen on the encrypted data, and NIST-
standardized quantum-safe protocols (CRYSTALS-Kyber, CRY STALS-Dilithium). Exper-
iments show that the system makes cloud traffic lower for 73%, cuts latency by 45%, raises
reliability from 92% to 99.8%, and saves energy for 38%. In the test of the traffic in smart
cities it lowers the use of bandwidth by 78% and has 15% of intersection waiting times up-
graded. The system grows well, and it can use around 1,000 devices for each fog node and
can process more than 50,000 packets in a second while latency being sub-100 ms. Security
tests show the extra cost of homomorphic encryption is below 15% for basic operations of
statistics, authentication latency is under 5 ms, and the system can put a stop to the injection
attacks while keeping strong guarantees of privacy. BaaS sets fundamental technology for
future smart cities helping the cities in managing all the 10T devices efficiently but also
having the privacy of both citizen and security protected.

Keywords: batch processing, fog computing, 10T security, protocol conversion, dif-
ferential privacy, homomorphic encryption, quantum-safe cryptography, smart cities, edge
computing.

Introduction. A huge number of 10T devices in smart cities cause a big
problem in communication [1]. Resource-constrained devices prefer using UDP
protocols [2] because it is simple while cloud services expect the reliability of
TCP. With 75 billion number of devices that are expected by 2025 producing
530% more data than traditional system, the mismatch of this protocol creates
problems in both efficiency and security. The latest analysis shows that loT-
targeted attacks go up by 124%, which makes security integration essential for
smart city deployments [1].
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In this paper, Batch as a Service (BaaS), a full fog computing system [3] that
combines protocol conversion with strong security is introduced. BaaS collects
UDP packets [2] from many loT devices, provides batch processing while protect-
ing the data, and sends the results to the cloud through quantum-safe TCP connec-
tions [4,5]. The strongest point of the system is that security and efficiency are
built together from the very beginning instead or being added later.

The system design. BaaS uses a three-layer hierarchical architecture (Fig. 1)
that fits well with smart city system [1] while addressing security needs that come
with handling the sensitive citizen data. The idea of the design is focused on com-
bining protocol-aware security, privacy protection and communication efficiency
so they would support each other.

Cloud Services (Encrypted TCP Reception)
T Reliable, Secure Data Delivery

BaaS Fog Layer
I— Secure Batch Manager
|— Privacy-Preserving Aggregation Engine
|— Encrypted FaaS Execution Environment
L Quantum-Safe Communication Module
T Authenticated UDP Streams

IoT Devices (Sensors, Actuators, Monitors)

Fig. 1. System Design

The 10T Device Layer has simple UDP communication [2] and just basic au-
thentication to keep the security without having limited resources in a heavy load.
The BaaS Fog Layer is taken over by the Secure Batch Manager, which gathers the
UDP reception that soon will be received, groups them with methods that keep
privacy and forms batches dependent on time duration, size of data, or conditions
of events. At the Cloud Layer those batches that are encoded are sent over to TCP
connections which are trustworthy, handing over the data that is cloud secure while
having bandwidth saved as well.

Technical innovations. UDP-to-TCP transformation [2] and strong features
of security can be united by BaaS that has the authentication of the device, batch
processing, which is secured, and aggregation that has a strong privacy. This can
be useful in solving the issue of having heterogeneous protocol environments pro-
tected in the smart cities [1]. Privacy-Preserving Batch Processing: During aggre-
gation the system uses differential privacy [6], making sure individual device con-
tributions cannot be revealed from the results of batch. The privacy mechanism
satisfies:
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Pr[M(D) € S] < € x Pr[M(D') € §] M
M is the privacy mechanism, D and D' are datasets differing by one individ-
ual, and ¢ takes over privacy strength [6]. 98.7% of data performance is maintained
with € = 1.0.
Computation on data that is encoded is allowed by BaaS without decryption
through serverless computing features that are built-in [7]. For encrypted values ci,
¢2, the homomorphic property allows:

Decrypt(Add(cy,c2)) = my + mo @)
Analyzing data, detecting anomaly, and transforming data securely with the
confidentiality of the information during processing are made possible by this [8].
Quantum-Safe communication. NIST-standardized post-quantum protocols
[5] are used by the system (CRYSTALS-Kyber, CRYSTALS-Dilithium) with hy-
brid key formation:

. ®)
-Rfinal = KDF(I{dassical Kposf—quuntmn COIlt-EXt)

So it makes sure there is good protection from current and also future quan-
tum computing dangers while still working with existing systems. [5].

Experimental. Raspberry Pi 4 fog nodes were used during the testing of
BaaS which use data from artificial 10T sensors across three smart city cases:
tracking the conditions of the environment (low in frequency), metadata of video
analytics (medium in frequency), and industrial sensors (high in frequency). Each
of the cases tested different activities in network and demands that are like the
conditions of real smart city that rely on edge computing [4].

Results. Effectiveness of Communication: In the BaaS system there is a cut
of traffic for 73% which is sent to the cloud. The batches are combined well when
we compare them with single transfers of UDP [8]. The reduction of the latency is
45% and this is a result of better operating of batches and transfers of TCP. It also
removes delays that are caused by UDP packets.

Improved Reliability: BaaS protocol converting and grouping of batches had
reliability of data delivery go up from 92% with direct UDP [2] to 99.8%. The im-
provement where losing data can have a big effect on critical services is very im-
portant for smart city system [1].

Better Energy Management: 10T devices have reduced energy by 38% and
this is thanks to be removing the packet transfers and the system load. The device
has longer operation in edge computing which is for sensors that have a battery [4].
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Security Effectiveness: The private data value is 98.7% and the rules of pri-
vacy for individual data are applied [7]. Additional 15% of processing was added
using homomorphic encryption [8]. This shows the latency, that is under 5 ms,
while making the entry of data that is not proved to stop.

Scalability: 1,000 IoT devices can be operated by any fog node at the same
time with more than 50,000 packets in a second. Less 100 ms can take for batch
operation with 99.9% rates of success and from 100 to 200 packets have the data
that is sent in batches and because of this latency and performance are in balance.
So, there is better growth in the environments of local computing [4].

Smart city traffic management system. In traffic monitoring, the use of
BaaS shows that the system makes full analytics and the importance of keeping
citizen’s information private equal [1]. In our experiment we worked on data that
came from 400 intersections. Also, we followed things like vehicle counts, speed,
and traffic movement all over the city.

Traffic systems have a huge problem in making sure that cities need data to
manage traffic, but they don’t want to follow individual vehicles [1]. The methods
that exist either risk privacy by tracking vehicles thoroughly or lose useful infor-
mation because there is more data combined.

BaaS has managed a solution to this problem. It uses its batch processing to
keep data private [7]. It gathers real-time traffic information by using UDP [2]
from different intersections, uses privacy mechanisms [7] during fog-based gather-
ing, and sends summaries of statistics to traffic managing systems in each 5
minutes.

Operational details. In every 10 seconds the number of vehicles and infor-
mation about speed is sent through intersection devices using UDP[2]. The data is
collected by BaaS fog nodes from 20-30 intersections nearby and it calculates the
statistics of traffic with differential privacy [7] for protection adding carefully con-
trolled noise. If there is a case of heavy traffic or an accident, the system alerts
immediately but still have protected privacy.

Privacy Protection. Rebuilding of car movements can be stopped by differ-
ential methods of privacy [7] but keeping correct statistics for traffic improvement.
It makes sure that taking part in traffic monitoring doesn’t mean that travel patterns
can be exposed. The system secures privacy. At the same time, it gives useful in-
formation for improving traffic and road loads [1].

Results and Impact. Data use was reduced by 78% from traffic management
if we compared to sending original information of sensor. But it still has reliable
predictions of traffic jams to improve the timing of traffic lights. There are some
improvements made by the system if there is something wrong in the duration of
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response. The waiting time for meeting points dropped by 15% because of better
organized signals (Fig. 2).

[ Traditional Approach [ Baa$ Framework

80

Data Delivery Reliability Processing Latency Packet Processing Rate System Availability

Fig. 2..Reability and performance matrics

The new system had improvements for traffic sensors that are powered by
battery to last around 40% longer, which causes less maintenance work in remote
or intersection locations that are difficult to reach. Rules of privacy [7] also had
great importance for people. The system of traffic monitoring that has a protection

of privacy was supported by about 89% of citizens.
[ Traditional (No Security) [__] BaaS with Security

~ Fig. 3. Security performance overhead

Operational benefits. The engineers of traffic now have access to the traffic
data which includes the data of peak hour, accidents effect on the movement, and
suggestions for better routing while having citizens provided with protection of
privacy [7]. The improvements in the system’s reliability have removed data gaps
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that are used to make difficulties in planning the complicated traffic when net-
works have some problems.

The system of the traffic is protected by quantum-safe communication pro-
tocols [5] from future concerns in security so that the city’s infrastructure invest-
ments remain safe. When working with traffic management platforms, minimal
modifications are needed due to BaaS's standard TCP output interface.

Conclusion. Major problems of 10T deployments in smart cities can be
solved by BaaS [1] which offers solutions for converting protocol [2], processing
of batch securely, and edge analytics that maintain privacy [4]. The system has
strong points in smooth UDP-to-TCP conversion that has strong built-in security,
batch processing with protected privacy [7] with formal guarantees, encrypted ana-
lytics using homomorphic encryption [8], and protocols of quantum-safe commu-
nication [5].

Experiments show great improvements which consist of 73% cut in traffic,
45% better latency, 99.8% higher reliability, and 38% savings in energy but keep-
ing 98.7% of data with differential protection of privacy [7]. The traffic manage-
ment in smart cities proves that BaaS can support analytics while still having the
citizens’ privacy protected [1].

According to these results, BaaS is a foundational technology for future
smart city systems. It can efficiently manage big 10T deploy flexibility of the sys-
tem, which makes it easy to provide a practical migration path for smart city while
having both communication efficiency and security protection improved through
developed fog computing methods [3,4]
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hGLUSh LUNULLEMh KUUUM PPEMP UUUSULSH UUrLeudnrnruLer
hUPU3PL UTULU UL SUNU3NRE3NML APUMGLUYYUD
uLdysuLvanhEe3uUuer

<.t Uhtwuywl, L.LLwjpwljwl

duwdwuwlwyhg fubjugh pwnwpubpp pwfuynud BU jning futinhputiph, pwuh np
oww loT uwppbip ogunwgnpdnid Gu UDP hwnnpnwygnipjwt dwnwjnigntup, npp wpwa
£, pwjg ns wynpwu hnwuwih, W TCP wdwwihu dwnwjnigyntup, npp wybih nwunwn k, pwg
hnwwih: Wu woluwwnwupnid ubipyuywgynid | Batch as a Service (BaaS)' hwajwplubph
unpwpwpwlwu gpowtwy, npp Nnd £ hnwwhngjwu  fuunhpp' dhwdwdwuwy
wwwhnybing  wujnwugnipjut  wwownwwunigniu:  BaaS-p ogunwgnpénud |
Gnwdwlwpnwy  Swpnwpwwbnngenu,  npu hunbgpnud £ loT  uwppbiph
unyuwlwuwgnuwip, wudwnwug  fudpwht  dowynuip L pYwlnwiht  ywounwwugwsd
wdwwihtu hwnnpnuwygneniup: <wdwlwpgp Yhpwnnw £ nhdbpbughw| qununuhnigjwu
dbuwuhqdutip’ wwwhnybny e-nhdbipbughw)  qunuuhniejudp wnjwiutiph
ogunwlwpnipwu  wwhwywunwp  gpbebl  wdpnnonypjudp'  98.7%-nY,  hndndnpd
gqunuuwgpnd’ htwpwynpniiniu nwiny, np hwaqwplubpp Yuwnwpdbu gunnuwgpws
wnjwiutiph Ypw, L NIST unwunwpunwgywd  pjwlnwihu wuywnwug
wpdwuwgpnyniuubp  (CRYSTALS-  Kyber,  CRYSTALS-Dilithium):  Snpduwlwu
ptumwynpnip gnyg bt wwihu, np wdwwiht GppUbynyeniup 73%-ny ujwagby E,
wbntywwynipjwu nipwgnuip 45%-ny pwpbwdyty £, hnwwihnyeiniup wédk)] £t 92%-hg
dhusl 99.8%, hul Lubpghwyh futuwnnnueyniup’ 38%: hubjugh pwnwph Gpelbyniepwu
Yuwnwywpdwu hpwjwuwgdwt gnpduwlwt wpdtipt wwwhnynid £ pnnniuwyniejwu 78%
uwagnud, fuwsdbpniyubph uywudwt dwdwuwlubph 15% pwpbjwynud:  Cpowuwyh
dwuotnwpwjunieiniut wowlygnd k£ 1,000 uwnppbiph dby hwugnyght W Yupnn £ dowybi
wytih pwu 50,000 wpebe dby Jujpywundd ' wywhwwubing 1000Y-hg gwdp nipwgnid:
Uuunwugnipjwt  Yuwwpnnulwunypjwu  Jbpindnipiniup pwgwhwjnnd £ hndndnpd
gwnuuwgpdwu 15%-hg gwdp wybignlyy ypdwlwgpwlwu gnpdnnnigyniuubiph nbwpntd,
unyuwlwuwgdwu 5 dy-hg gwdp npwgnd b ubpwpldwu hwpdwynwiubph hwenn
Ywufuwpgbnud' dhwdwdwuwy wwhwywubind $npdw| qununuhnuygjwtu Gpwotuhpubpp:
BaaS-p  uwbtindnud £ hhduwpwp  wbuunnghw  wwwqw  fubjugh  pwnwpwhu
Gupwywnnigwdph hwdwp, npu ogunwd Lt wpryniiwybin  Yepwny  Yunwydwnb
htwnbpngbu loT Eynhwdwlwnpgbipp' dhwdwdwuwy wwwhnyting  wdnip
wwownwwunigntu b pwnwpwghubtiph ndjuiutiph qunuupnypjut wwhwwuni:

Unwugpuyhti  pwnbp. fudpwjhtu dowynud, loT wuywnwugnip)niu,
wpdwuwgpnyeniuubph  thnfjuwlbpynw,  wdwwihu  hwojwpyubp, nh$bpbughw
gqunwuhntentu, hndndnpd  qunuitwgpnipniu,  pjwunwghu wwoaunwwuywsd
gunuuwagpnip)niu, fubijwgh pwnwpubin, iqpwihu hwaduwnlutip:
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NMAKETHBII CEPBUC C YJIYUYIIEHHOMW BE3OIIACHOCTBIO
JJISI loT-OPUEHTUPOBAHHBIX YMHBIX TOPOJOB

A. . Munacsin, H.JI. Haaraksax

CoBpeMeHHBIE YMHBIE TOpOJAa CTAJKHBAIOTCS C CEPbE3HBIMU Ipobiemamu, Mo-
CKOJIbKY MHOIHMe ycTpoiicTBa HTepHeTa Bewied uUCHoab3yroT nporokon UDP, xoropsiit
ObICTp, HO HE TaK HaJekeH, W oOiadHelii mporokon TCP, koTopelii MeieHHEE, HO
HajexkeH. B manHoi pabote mpencraieHa Batch as a Service (BaaS) - nnHOBanmoHHas
BBIYHMCIINTENbHAS TuaTdGopma, KOTopas pemaer npobieMy HaJe)KHOCTH, oOecriednBasi Ipu
9TOM 3amuTy 0e3omacHocTu. BaaS ucnosb3yeT TpexcioiHylo apXUTeKTypy, KoTopas WH-
TErpupyeT ayTeHTU(UKAINIO ycTpoiicTB MHTepHeTa Belmell, Oe30macHyio NakeTHyo oopa-
00TKy M KBAaHTOBO-3AIMIICHHYIO OOJIauHyI0 CBs3b. Cucrema ncrons3yer nuddepeHim-
JIbHBIC MEXaHW3MBbl KOH()HUICHIMAIBHOCTH, TapaHTHPYIOMINE MPAKTHYECKH IIOJHOE CO-
XpaHCHHE IEJIOCTHOCTH JAaHHBIX ¢ &-Tu(PepeHHaIbHON KOHGUACHITHAIFHOCTRIO 98,7%,
romomMopdHOoe muppoBaHUE, MO3BOJISIONIEE BBHIIOIHATE BHIYNCICHUS C 3aIIN(PPOBAHHBIMA
JaHHBIMM, ¥  craHzaptusupoBaHHble NIST  kBaHTOBO-OGe30macHbIE  NMPOTOKOJBI
(CRYSTALS-Kyber, CRYSTALS-Dilithium). IlpakTuueckne HCTBITAHUS MMOKA3BIBAIOT,
4TO 00Ja4YHBId Tpauk cokpamaercs Ha 73%, 3amep)kka MHPOpMAIMU yJIydllaeTcs Ha
45%, HaJe)KHOCTH yBenuuuBaetcs ¢ 92% 10 99,8%, a skoHOMuUs SHEPTUU cocTaBisieT 38%.
IIpakTuyeckas EHHOCTh BHEJPEHHS MHTEUICKTYaIbHOTO YIPaBICHHS JOPOKHBIM JBHXKE-
HHEM B TOPOJIe 3aKJII0YaeTCs B CHI)KCHHH MPOITYCKHON CrIocOOHOCTH Ha 78% WM yMEHbIIIe-
HUW BPEMEHHM OKHJIaHMs Ha Tepekpéctkax Ha 15%. MacmraOupyeMocTs miaThopMBbl 1Mo3-
BoIIsieT mcnoib3oBath 1000 ycTpoiicTB Ha y3en u oOpabateiBath 6osee 50 000 makeToB B
CEeKYH]Ly, COXpaHss IpH 3ToM 3aaepkky MeHee 100 mc. Ananms s¢pdexTuBHOCTH Oe30mac-
HOCTH MOKa3bIBa€T TOMOMOP(]HYI0 N30BITOUYHOCTE mndpoBanust Menee 15% i craTucTH-
YeCKUX OMepaiuii, 3aepKKy MeHee 5 mc Ui ayTeHTH(UKAIMU U YCHEUIHOe MpeI0TBpa-
IIEHHE aTaK ¢ BHEIPEHHEM JaHHBIX MPH COXPAaHCHUH (HOPMAIBHBIX TapaHTHH KOH(HUICH-
uanbHOCTH. BaaS co31aéT 0CHOBOIONIAraIOIIYI0 TEXHOJIOTHIO A Oyaymieit nHdppacTpyk-
TypBl HHTEIJIEKTYaIbHOTO TOPO/ia, KOTOpast moMoraeT 3(p(QeKTUBHO YIPaBIATh T'€TEPOTeH-
HBIMH 3KOCHCTeMaMH VHTepHeTa Bemiel, oOecrednBas NMPH 3TOM HAAEKHYIO 3aIIUTy U
COXpaHssl KOHPHUCHINATBHOCTD JAHHBIX TPaXKIaH.

Knrwouesvie cnosa: maxerHas oOpabOTKa, TyMaHHbBIE BBIYHCICHHS, O€30IACHOCTD
IoT, mpeobGpa3oBaHne mpPOTOKONOB, AndQepeHInaIbHas MTPUBATHOCTb, TOMOMOpP(hHOE
mu¢ppoBaHne, KBAHTOBO-YCTOHUMBasI KpUOTOorpadus., yMHbIE TOPO/a, TPAaHUYHBIC BBIYNC-
JIEHUS.
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