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Smart cities of modern day have a huge problem since most IoT devices use a UDP 

communication that is fast but not reliable and cloud services use TCP that is slower but 

reliable. In this paper, Batch as a Service (BaaS), a fog computing system that solves the 

problem of not being suitable while adding good protection of security. BaaS uses a three-

layer design that unites the authentication of IoT devices, secure processing of fog-based 

batches, and communication with the cloud that is also secured. The system uses differen-

tial privacy keeping the data almost fully usable at 98.7% with ε-differential privacy, ho-

momorphic encryption so calculations can happen on the encrypted data, and NIST-

standardized quantum-safe protocols (CRYSTALS-Kyber, CRYSTALS-Dilithium). Exper-

iments show that the system makes cloud traffic lower for 73%, cuts latency by 45%, raises 

reliability from 92% to 99.8%, and saves energy for 38%. In the test of the traffic in smart 

cities it lowers the use of bandwidth by 78% and has 15% of intersection waiting times up-

graded. The system grows well, and it can use around 1,000 devices for each fog node and 

can process more than 50,000 packets in a second while latency being sub-100 ms. Security 

tests show the extra cost of homomorphic encryption is below 15% for basic operations of 

statistics, authentication latency is under 5 ms, and the system can put a stop to the injection 

attacks while keeping strong guarantees of privacy. BaaS sets fundamental technology for 

future smart cities helping the cities in managing all the IoT devices efficiently but also 

having the privacy of both citizen and security protected.  

Keywords: batch processing, fog computing, IoT security, protocol conversion, dif-

ferential privacy, homomorphic encryption, quantum-safe cryptography, smart cities, edge 

computing. 

 

Introduction. A huge number of IoT devices in smart cities cause a big 

problem in communication [1]. Resource-constrained devices prefer using UDP 

protocols [2] because it is simple while cloud services expect the reliability of 

TCP. With 75 billion number of devices that are expected by 2025 producing 

530% more data than traditional system, the mismatch of this protocol creates 

problems in both efficiency and security. The latest analysis shows that IoT-

targeted attacks go up by 124%, which makes security integration essential for 

smart city deployments [1].  
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In this paper, Batch as a Service (BaaS), a full fog computing system [3] that 

combines protocol conversion with strong security is introduced. BaaS collects 

UDP packets [2] from many IoT devices, provides batch processing while protect-

ing the data, and sends the results to the cloud through quantum-safe TCP connec-

tions [4,5]. The strongest point of the system is that security and efficiency are 

built together from the very beginning instead or being added later.  

The system design․ BaaS uses a three-layer hierarchical architecture (Fig. 1) 

that fits well with smart city system [1] while addressing security needs that come 

with handling the sensitive citizen data. The idea of the design is focused on com-

bining protocol-aware security, privacy protection and communication efficiency 

so they would support each other. 

Fig. 1. System Design 

 

The IoT Device Layer has simple UDP communication [2] and just basic au-

thentication to keep the security without having limited resources in a heavy load. 

The BaaS Fog Layer is taken over by the Secure Batch Manager, which gathers the 

UDP reception that soon will be received, groups them with methods that keep 

privacy and forms batches dependent on time duration, size of data, or conditions 

of events. At the Cloud Layer those batches that are encoded are sent over to TCP 

connections which are trustworthy, handing over the data that is cloud secure while 

having bandwidth saved as well. 

Technical innovations․ UDP-to-TCP transformation [2] and strong features 

of security can be united by BaaS that has the authentication of the device, batch 

processing, which is secured, and aggregation that has a strong privacy. This can 

be useful in solving the issue of having heterogeneous protocol environments pro-

tected in the smart cities [1]. Privacy-Preserving Batch Processing: During aggre-

gation the system uses differential privacy [6], making sure individual device con-

tributions cannot be revealed from the results of batch. The privacy mechanism 

satisfies: 
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(1) 

 

M is the privacy mechanism, D and D' are datasets differing by one individ-

ual, and ε takes over privacy strength [6]. 98.7% of data performance is maintained 

with ε = 1.0. 

Computation on data that is encoded is allowed by BaaS without decryption 

through serverless computing features that are built-in [7]. For encrypted values c₁, 

c₂, the homomorphic property allows: 

(2) 

 

Analyzing data, detecting anomaly, and transforming data securely with the 

confidentiality of the information during processing are made possible by this [8]. 

Quantum-Safe communication. NIST-standardized post-quantum protocols 

[5] are used by the system (CRYSTALS-Kyber, CRYSTALS-Dilithium) with hy-

brid key formation: 

(3) 

 

 

So it makes sure there is good protection from current and also future quan-

tum computing dangers while still working with existing systems. [5]. 

Experimental. Raspberry Pi 4 fog nodes were used during the testing of 

BaaS which use data from artificial IoT sensors across three smart city cases: 

tracking the conditions of the environment (low in frequency), metadata of video 

analytics (medium in frequency), and industrial sensors (high in frequency). Each 

of the cases tested different activities in network and demands that are like the 

conditions of real smart city that rely on edge computing [4]. 

Results․ Effectiveness of Communication: In the BaaS system there is a cut 

of traffic for 73% which is sent to the cloud. The batches are combined well when 

we compare them with single transfers of UDP [8]. The reduction of the latency is 

45% and this is a result of better operating of batches and transfers of TCP. It also 

removes delays that are caused by UDP packets. 

Improved Reliability: BaaS protocol converting and grouping of batches had 

reliability of data delivery go up from 92% with direct UDP [2] to 99.8%. The im-

provement where losing data can have a big effect on critical services is very im-

portant for smart city system [1].  

Better Energy Management: IoT devices have reduced energy by 38% and 

this is thanks to be removing the packet transfers and the system load. The device 

has longer operation in edge computing which is for sensors that have a battery [4].  
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Security Effectiveness: The private data value is 98.7% and the rules of pri-

vacy for individual data are applied [7]. Additional 15% of processing was added 

using homomorphic encryption [8]. This shows the latency, that is under 5 ms, 

while making the entry of data that is not proved to stop. 

Scalability: 1,000 IoT devices can be operated by any fog node at the same 

time with more than 50,000 packets in a second. Less 100 ms can take for batch 

operation with 99.9% rates of success and from 100 to 200 packets have the data 

that is sent in batches and because of this latency and performance are in balance. 

So, there is better growth in the environments of local computing [4]. 

Smart city traffic management system. In traffic monitoring, the use of 

BaaS shows that the system makes full analytics and the importance of keeping 

citizen’s information private equal [1]. In our experiment we worked on data that 

came from 400 intersections. Also, we followed things like vehicle counts, speed, 

and traffic movement all over the city. 

Traffic systems have a huge problem in making sure that cities need data to 

manage traffic, but they don’t want to follow individual vehicles [1]. The methods 

that exist either risk privacy by tracking vehicles thoroughly or lose useful infor-

mation because there is more data combined. 

BaaS has managed a solution to this problem. It uses its batch processing to 

keep data private [7]. It gathers real-time traffic information by using UDP [2] 

from different intersections, uses privacy mechanisms [7] during fog-based gather-

ing, and sends summaries of statistics to traffic managing systems in each 5 

minutes. 

Operational details. In every 10 seconds the number of vehicles and infor-

mation about speed is sent through intersection devices using UDP[2]. The data is 

collected by BaaS fog nodes from 20-30 intersections nearby and it calculates the 

statistics of traffic with differential privacy [7] for protection adding carefully con-

trolled noise. If there is a case of heavy traffic or an accident, the system alerts 

immediately but still have protected privacy.  

Privacy Protection. Rebuilding of car movements can be stopped by differ-

ential methods of privacy [7] but keeping correct statistics for traffic improvement. 

It makes sure that taking part in traffic monitoring doesn’t mean that travel patterns 

can be exposed. The system secures privacy. At the same time, it gives useful in-

formation for improving traffic and road loads [1]. 

Results and Impact. Data use was reduced by 78% from traffic management 

if we compared to sending original information of sensor. But it still has reliable 

predictions of traffic jams to improve the timing of traffic lights. There are some 

improvements made by the system if there is something wrong in the duration of 
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response. The waiting time for meeting points dropped by 15% because of better 

organized signals (Fig. 2). 

 

 

Fig. 2..Reability and performance matrics 
 

The new system had improvements for traffic sensors that are powered by 

battery to last around 40% longer, which causes less maintenance work in remote 

or intersection locations that are difficult to reach. Rules of privacy [7] also had 

great importance for people. The system of traffic monitoring that has a protection 

of privacy was supported by about 89% of citizens.  

Fig. 3. Security performance overhead 

 

Operational benefits. The engineers of traffic now have access to the traffic 

data which includes the data of peak hour, accidents effect on the movement, and 

suggestions for better routing while having citizens provided with protection of 

privacy [7].  The improvements in the system’s reliability have removed data gaps 
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that are used to make difficulties in planning the complicated traffic when net-

works have some problems. 

The system of the traffic is protected by quantum-safe communication pro-

tocols [5] from future concerns in security so that the city’s infrastructure invest-

ments remain safe. When working with traffic management platforms, minimal 

modifications are needed due to BaaS's standard TCP output interface. 

Conclusion․ Major problems of IoT deployments in smart cities can be 

solved by BaaS [1] which offers solutions for converting protocol [2], processing 

of batch securely, and edge analytics that maintain privacy [4].  The system has 

strong points in smooth UDP-to-TCP conversion that has strong built-in security, 

batch processing with protected privacy [7] with formal guarantees, encrypted ana-

lytics using homomorphic encryption [8], and protocols of quantum-safe commu-

nication [5].  

Experiments show great improvements which consist of 73% cut in traffic, 

45% better latency, 99.8% higher reliability, and 38% savings in energy but keep-

ing 98.7% of data with differential protection of privacy [7]. The traffic manage-

ment in smart cities proves that BaaS can support analytics while still having the 

citizens’ privacy protected [1]. 

According to these results, BaaS is a foundational technology for future 

smart city systems. It can efficiently manage big IoT deploy flexibility of the sys-

tem, which makes it easy to provide a practical migration path for smart city while 

having both communication efficiency and security protection improved through 

developed fog computing methods [3,4]  
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ПАКЕТНЫЙ СЕРВИС С УЛУЧШЕННОЙ БЕЗОПАСНОСТЬЮ  

ДЛЯ IoT-ОРИЕНТИРОВАННЫХ УМНЫХ ГОРОДОВ 

A.Д․ Минасян, Н.Л․ Налтакян 

Современные умные города сталкиваются с серьезными проблемами, по-

скольку многие устройства Интернета вещей используют протокол UDP, который 

быстр, но не так надежен, и облачный протокол TCP, который медленнее, но 

надежен. В данной работе представлена Batch as a Service (BaaS) - инновационная 

вычислительная платформа, которая решает проблему надежности, обеспечивая при 

этом защиту безопасности. BaaS использует трехслойную архитектуру, которая ин-

тегрирует аутентификацию устройств Интернета вещей, безопасную пакетную обра-

ботку и квантово-защищенную облачную связь. Система использует дифференци-

альные механизмы конфиденциальности, гарантирующие практически полное со-

хранение целостности данных с ε-дифференциальной конфиденциальностью 98,7%, 

гомоморфное шифрование, позволяющее выполнять вычисления с зашифрованными 

данными, и стандартизированные NIST квантово-безопасные протоколы 

(CRYSTALS-Kyber, CRYSTALS-Dilithium). Практические испытания показывают, 

что облачный трафик сокращается на 73%, задержка информации улучшается на 

45%, надежность увеличивается с 92% до 99,8%, а экономия энергии составляет 38%. 

Практическая ценность внедрения интеллектуального управления дорожным движе-

нием в городе заключается в снижении пропускной способности на 78% и уменьше-

нии времени ожидания на перекрёстках на 15%. Масштабируемость платформы поз-

воляет использовать 1000 устройств на узел и обрабатывать более 50 000 пакетов в 

секунду, сохраняя при этом задержку менее 100 мс. Анализ эффективности безопас-

ности показывает гомоморфную избыточность шифрования менее 15% для статисти-

ческих операций, задержку менее 5 мс для аутентификации и успешное предотвра-

щение атак с внедрением данных при сохранении формальных гарантий конфиден-

циальности. BaaS создаёт основополагающую технологию для будущей инфраструк-

туры интеллектуального города, которая помогает эффективно управлять гетероген-

ными экосистемами Интернета вещей, обеспечивая при этом надёжную защиту и 

сохраняя конфиденциальность данных граждан. 

Ключевые слова: пакетная обработка, туманные вычисления, безопасность 

IoT, преобразование протоколов, дифференциальная приватность, гомоморфное 

шифрование, квантово-устойчивая криптография., умные города, граничные вычис-

ления.


